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ment for network security. The trapping mechanism consists of bait design and attack detection, which infer possible
unauthorized access or malicious attacks by sensing the interaction behavior with the bait. According to the three
types of bait, which are file, data and code, the automatic construction scheme of bait is designed and deployed, and
the effectiveness of bait is measured from the aspects of believability, detectability and enticement, etc. Ransom
ware detection based on deception defense focuses on the deployment location of bait files, and in the area of vulne-
rability detection, code reuse attacks are detected by injecting bait code. Research work related to the implementa-
tion of deception defense in each phase of APT attacks was introduced, and the mechanism of deception defense
from bait type, bait generation, bait deployment, and bait measurement was described. Simultaneously, deception
defense applications in ransom ware detection, vulnerability detection, and Web security were analyzed. In response
to the shortcomings of existing ransom ware detection research in terms of bait file design and deployment, a dy-
namic update method of bait for ransom ware detection was proposed. The deception defense challenges were dis-
cussed and hoped that deception defense can provide theoretical and technical support for discovering unknown at-
tacks and attack attribution.

Keywords: advanced persistent threat, code reuse attack, control flow integrity, address randomization, deception
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Figure 3 Ransomware detection framework based on deception
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